SIMONA PADILLA-SCHOLTENS, CPA
SOLANO COUNTY AUDITOR-CONTROLLER’S OFFICE

INTERNAL AUDIT SERVICES

REVIEW OF SOLANO COUNTY
HEALTH & SOCIAL SERVICES MENTAL HEALTH
CONTROLS OVER MEDICATION

May 13, 2009

Auditor-Controller: Simona Padilla-Scholtens, CPA
Audit Manager: Ian Goldberg, CGAP

Accepted by the Solano County
Board of Supervisors
May 26, 2009
3

Review of the Solano County Health & Social Services
Mental Health Controls Over Medication

Table of Contents

Page
Introduction ................................................................................................................................................. 5
Background .................................................................................................................................................. 5
Objective....................................................................................................................................................... 5
Scope and Methodology .............................................................................................................................. 6
Conclusion .................................................................................................................................................... 6
Findings and Recommendations................................................................................................................ 7

4

INTRODUCTION
In accordance with our Fiscal Year 2008/09 Audit Plan and based on risks identified by the County
Compliance Officer, we reviewed the Health & Social Services / Mental Health Division internal controls
over the acquisition, receiving, storage, inventory and distribution of medication. We conducted our
review in accordance with Standards for the Professional Practice of Internal Auditing.
BACKGROUND
The Mental Health Division (H&SS) provides services to over 4,000 children, youth and adults each year
who experience a psychiatric crisis or who have significant mental and emotional disabilities. Services
include: crisis and brief therapy, case management, psychiatric assessments and medication, outpatient
treatment, day treatment, and a range of community support services, including a client-run Self-Help
Center. In providing these services, medication may be prescribed and administered by licensed Mental
Health staff.

Medication as defined by the Drug Enforcement Agency (DEA) is classified based on the current
accepted use in medical treatment and the relative abuse potential and likelihood to cause dependence
when abused. Medications classified by the DEA as a controlled substance are categorized in one of five
schedules. H&SS administers controlled substances classified as schedule IV medication, which is
considered high in abuse potential and the likelihood to cause dependence when abused.

Medications administered by the County fall under the strict guidelines of the California Business and
Professions Codes, Health and Safety Codes, the Medical Board of California and the Code of Federal
Regulations.

Medication is stored and administered by H&SS in accordance with the applicable

regulations.
OBJECTIVE

The objective of our review was to evaluate the adequacy of internal controls over the acquisition,
receiving, storage, inventory and distribution of medication within the Mental Health Division, and to
determine compliance with regulations and policies and procedures.

SCOPE AND METHODOLOGY
The scope of our review included control procedures over the acquisition, receipt, storage, inventory and
distribution of medication maintained by Mental Health and a verification of compliance with established
policies and procedures. To achieve our objectives, we performed the following:


Reviewed policies and procedures, forms, and Pyxis (system) reports.



Interviewed staff, including nurses and management.



Inspected Mental Health facilities where medication is stored.



Performed process walkthroughs with key staff and management.

Our review did not include an assessment of the appropriateness of medication distributed to patients by
the doctors.

CONCLUSION
Our review disclosed findings in accountability and controls over the acquisition, receipt, storage,
inventory and distribution of medication within the Mental Health Division. Inadequate controls over the
medication resulted in the loss of controlled substances. Our findings are as follows:
1. Missing inventory / unresolved discrepancy reports
2. Lack of policies & procedures
3. Improper procedures to account for medications received
4. Inadequate inventory control procedures
5. Inappropriate access to Medication Storage Room
6. Inadequate controls over the handling of medication confiscated from patients
7. Inadequate controls over expired medication
8. Required Pharmacist inspection not being performed
9. Medication Storage location not properly secured
10. Inconsistent verification of medication refrigerator temperatures

The following pages provide a detailed description of the audit findings and the related recommendations.
These recommendations will assist H&SS to improve controls and will ensure accountability over the
acquisition, receipt, storage, inventory and distribution of medication.
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FINDINGS AND RECOMMENDATIONS
1.

MISSING INVENTORY / UNRESOLVED DISCREPANCY REPORTS

In the past 10 months four incident reports were filed with management on missing medication in the
Medication Storage Room. In the reports, medication was noted as missing from the locked narcotic
cabinet, the Pyxis medication storage machine, and the receiving process. Medication logs with the
inventory tracking details were missing in the four cases.

In addition to the missing medication, our review identified discrepancy reports indicating further
potential missing medication which have not been properly resolved. Since April 10, 2008 there have
been 52 instances of discrepancies identified in the Pyxis medication storage machine. Of the 52 instances
31 identified a shortage in the system while the remaining 21 identified an overage. Without further
investigation, the reason for these discrepancies in the handling of controlled medication cannot be
determined.

Proper internal controls require procedures are in place to safeguard and control all medication. Controls
should provide documentation to management on the personnel with access to medication to identify the
person or persons responsible for the accountability of medication. All cases of missing medication
should be investigated immediately and additional controls implemented to prevent additional risk for
loss. Procedures should include steps to timely review and investigate all discrepancies noted in the
system or in the manual inventory counts.

Management has not established proper controls over medications, including procedures for the timely
review and resolution of discrepancies or missing medications. In addition, the position of Supervising
Mental Health Nurse is assigned the responsibility for the storage of medication, but this position has
been vacant for several years. Management has not reassigned this responsibility to another supervisor.
As a result, multiple cases of missing medication have been reported, indicators of additional missing
medication have been left unresolved, and management cannot verify the accuracy of amounts on hand.
The County Compliance Officer is investigating the missing medications and the results will be
communicated in a separate report.

RECOMMENDATIONS:

A. Establish procedures for the identification and resolution of discrepancies in inventory counts in
both manual counts and in the use of the Pyxis machine.

B. Enforce timely resolution and accountability procedures of missing medication reported to
management.
C. Implement proper inventory controls to prevent loss.
D. Investigate the cause of missing medication and implement necessary corrective action promptly.
E. Assign a supervisor the responsibility over the medication storage room.
F. Assign a secondary supervisor to take responsibility in the absence of the lead.

MANAGEMENT RESPONSE:

Mental Health Management agrees with the recommendations and has implemented or will implement the
following actions:
A. The missing medications will no longer be a concern due to the crisis unit closing and the
medications issues were as a result of that unit’s operations. At this time all of the crisis stock
medication has been returned to pharmacy for destruction. There is no longer a need to do a shift
count. Sample medications are not regulated in the same manor as county stock medication. The
regulations required sample medication to be tracked by expiration date and which client received
which lot number. This tracking is followed in the Pyxis machine and the records maintained for
3 years as required by law. Currently, the medical director is responsible for the supervisory of
medication storage and resolving discrepancies.
B. A new revised Policy and Procedure (P&P) will be developed by June 30, 2009 reflecting the
changes noted above.

2.

LACK OF POLICIES & PROCEDURES

Our review noted a draft policy on Mental Health Medication Storage created in September 1999,
however this policy was never fully implemented.

Management is responsible for the implementation and enforcement of proper internal controls. Policies
and procedures should provide staff with the necessary information to ensure proper physical control over
medication and proper accountability for the acquisition, receipt, storage, inventory and distribution of
medication.

Management has not implemented and enforced policies and procedures for the acquisition, receipt,
storage, inventory and distribution of medication. Failure to establish and enforce proper internal controls
through policies and procedures has resulted in the loss of controlled substances.

RECOMMENDATIONS:

A. Revise and issue policy and procedure for the acquisition, receiving, storage, inventory and
distribution of medication.
B. Communicate the revised policies and procedures to staff and provide the necessary training to
ensure proper application of the policies and procedures.
C. Establish a process to review and revise the policies on a periodic basis. This process should
include input from staff involved in daily operations.

MANAGEMENT RESPONSE:

Management agrees with the recommendations.
A. The Medical Director and outpatient nurses have started to review and revise medication control
P&Ps. All P&P will be completed by June 30, 2009.
B. All staff will be trained in new P&P at the first staff meeting after P&Ps are approved.
C. All new and revised will be reviewed and revised according to MH policy regarding renewing
P&Ps.

3.

IMPROPER RECEIVING PROCEDURES

Our review identified the following weaknesses in the receiving procedures for medication:


Drug Manufacture Representatives drop medication samples off at various times and locations
within the Mental Health Offices.



Doctors are authorized to remove medication samples for use in their private practices. The
doctors do not document the quantity taken for private use.



Nurses receiving medication in the medication storage room from vendors do not perform a
verification of the quantity received.



Medication is not properly recorded in logbooks or medication inventory systems.



Improper segregation of duties exist in the receiving, recording, issuing and reconciling of
medication. Nursing staff have custody of the medication and are responsible for recording and
reconciling quantities on hand and performing key medication monitoring functions.

Strong internal controls require receiving of medication be properly controlled by an independent person
to ensure accurate inventories are maintained and medication is protected from loss. Unannounced dropoffs, undocumented removal of medication, and improper tracking of medication received, raise the risk
of loss or theft.

RECOMMENDATIONS:

A. Establish set times and locations where Drug Manufacture Representatives can drop off sample
medications into a controlled environment.
B. Require all medications delivered to County facilities, including samples, to be used solely for
County business.
C. Prohibit the removal of sample medications for use in private practice. Sample medications for
use in private practice of doctors should not be delivered to the County.
D. Establish control procedures for the receipt of medications in the medication storage room,
including verifying the amount received against the packing slip and properly recording the
quantity received to the inventory tracking log.
E. Establish proper segregation of duties in the receiving, the recording, and the reconciling of the
medication.

MANAGEMENT RESPONSE:

Management agrees with the recommendations and has started to implement the following:
A. MH Management and operation staff are still investigating whether or not it is prudent to
continue with receiving and dispensing sample medications. After final analysis of situation a
decision will be made and then the P&Ps regarding medications will be reviewed to reflect proper
control.
B. If it is determined that MH will continue to receive samples then a system will be set up to track
incoming sample medications. Determination regarding proposal will be made 5/31/09. New P&
P will be finalized by June 30, 2009.
C. Dr. Kumar has informed the doctors that if they would like to receive sample for their private
practice, they will need to have the medication sent to another address.

4.

INADEQUATE INVENTORY PROCEDURES

Our review identified the following inventory control deficiencies:


Inventory counts are not performed at every shift change in accordance with the September 1999
Draft policy.



Management has not provided Staff with inventory count instructions to ensure consistency in
count results.



Management and Staff have not performed full physical inventory counts of medication for
several years.



Inventory is tracked on loose sheets of paper which are not controlled and can be easily removed
from the storage room and no backup copies are maintained.



Inventory tracking sheets are not properly completed by nursing staff and contain math errors and
lack proper documentation.



No reconciliation between physical count results and inventory records.

An effective internal control system includes procedures to account for and control inventory. These
procedures include maintaining inventory control logs and performing a periodic physical inventory
which is reconciled to inventory records.
Although the Department’s 1999 Draft Policy identified these procedures, poorly designed controls,
limited policies and procedures, and a lack of implementation and enforcement by management and staff
have resulted in a failure to account for inventory on hand as required by law.

RECOMMENDATIONS:

A. Enforce shift counts at every shift change and full physical inventory counts on a quarterly basis.
B. Provide staff with detailed inventory count procedures.
C. Establish an electronic inventory log to account for medications. The log should be properly
backed up and access to the logs should be limited to authorized staff members.
D. Provide training to staff in completing the medication logs.
E. Enforce supervisory review of medication logs, ensuring quantities on hand are properly
calculated.

MANAGEMENT RESPONSE:

Management agrees with recommendations for the former situation. However now that the crisis unit
where the medication issues were problematic has closed it is anticipated that there will no longer be a
problem.
A. There are no longer three shifts so there will not be a nursing coverage shortage which resulted in
the numerous deficiencies noted in the findings.
B. The amount and types of medications will be greatly changed and decreased which will also
decrease the incidents of mismanagement. Target date of completion: August 15, 2009.
C. A new P&Ps will be developed to reflect proper procedure. Target date of completion: June 30,
2009.

5.

INAPPROPRIATE ACCESS TO MEDICATION STORAGE ROOM

Security staff in the Crisis Unit maintain keys to the Medication Storage Room. Security personnel are
unlicensed and should not have access to the Medication Storage Room. In addition, the Medication
Storage Room is used as storage space for other non-medication supplies and equipment.

Access to the Medication Storage Room should be limited to authorized personnel, including licensed
professionals. The Medication Storage Room should be restricted to the storage of medication only.
Access by unauthorized personnel raises the risk of theft, and limits control effectiveness for the
accountability of the medication.

RECOMMENDATIONS:

A. Remove all non-medication from the Medication Storage Room.
B. Restrict access to authorized personnel: remove access from security personnel.
C. Re-evaluate all staff with access to the Medication Storage Room to ensure only necessary
licensed staff members have been granted access.

MANAGEMENT RESPONSE:

Management agrees with recommendations.
A. All non-medications will be removed from the Medication Storage Room. Target Date: May 29,
2009.
B. Only authorized personnel will be allowed into Medication Room. Target Date: May 29, 2009.

6.

INADEQUATE CONTROLS OVER CONFISCATED PATIENT MEDICATION

Patients checking into the Crisis Unit may have medication on their person. Crisis staff confiscate, store,
and administer the medication as necessary during assessment and treatment. Our review noted the
following weaknesses in controlling confiscated patient medication:


Crisis staff does not verify medication quantity at patient admission or discharge.



Confiscated medication is placed in a sealed envelope upon admission. If the original envelope is
opened and medication is removed for client use during treatment, the opened envelope is put
back in the Medication Storage Room.



Medication Storage Room shift change inventory procedures do not include a verification of the
confiscated medication.



Confiscated medication is not always returned to a client upon discharge from the facility.
Inspection of the confiscated medication stored in the Medication Storage Room
confirmed numerous envelopes of medication belonging to clients who were no longer at the
facility.

Medication confiscated by Mental Health should be properly accounted for at all times. When discharging
the patient medication should be counted to verify the amount to be returned to the patient. The discharge
forms should require a signature verifying all patient medication was returned to the patient, or if ordered
by a doctor the reason for not returning the medication. All medication ordered to be held by the doctor
should be immediately removed from the patient medication storage cabinet and placed in the expired
medication cabinet to be destroyed.
The Mental Health Crisis Unit has not established accountability procedures over confiscated medication.
The control weaknesses noted above are the result of a lack of management oversight and controls and
inadequate policies and procedures for the handling of patient medication. Patient medication not properly
controlled may result in loss or theft. Additionally, medication not properly returned to the patient raises
the risk for patients not receiving proper care after discharge.
RECOMMENDATIONS:
A. Develop policies and procedures for controlling confiscated medication. The procedures should

ensure medication is documented at admission, during treatment, and at discharge.
B. Perform a physical count of the client medication at the time of admission and discharge.
C. Include the confiscated medication stored in the Medication Storage Room as part of the shift

change inventory counts. The count should verify the sealed envelopes on hand.
D. Document patient medication administered during treatment and removed from the sealed

envelope. Remaining medication should be placed in a sealed envelope for storage.
E. Transfer all medication held at doctors orders upon patient discharge to the expired medication

cabinet to be destroyed.

MANAGEMENT RESPONSE:

Management agrees with these findings however the recommendations are no longer valid and the issue is
now resolved due to the closure of the Crisis unit. The deficient findings occurred as a result of Crisis
operations and procedures. Patient medications are not confiscated in other areas of the clinic or division.

7.

INADEQUATE CONTROLS OVER EXPIRED MEDICATIONS

Staff is allowed to remove expired medications from medication storage locations without approval. The
expired medications are placed in an unlocked storage cabinet in the medication storage room pending
destruction. Draft policies do not fully address the procedures for control and destruction of expired
medications.

Destruction procedures should be completed in accordance with laws and regulations. Medication
removed from the expired medication cabinet should be completed with two staff members present.
Copies of the order for destruction should be maintained with the expired medication in a locked cabinet
within the medication storage room. The expired medication pending destruction should be included in
the physical inventory counts and the destruction log should document the final method of destruction.

Inadequate controls over the safeguarding and destruction of expired medication may result in loss or
misuse of expired medications.

RECOMMENDATIONS:

A. Revise policies and procedures to provide proper controls for the physical storage and
accountability of expired medication.
B. Establish procedures for the timely destruction of medication, and include the proper
documentation and verification of all procedures for the expired medications.
C. Perform a physical inventory of expired medications.
D. Store all expired medication in a locked cabinet in the medication storage room.
E. Require the destruction of medication to be witnessed by a second party.

MANAGEMENT RESPONSE:

Management agrees with the findings and recommendations.
A. The P&P covering medication removal and destruction are under review.

Target Date of

completion: May 30, 2009.
B. A new system will be developed according to state regulations by June 30, 2009.
C. All pertinent staff will be trained in the new system and P&P by June 30, 2009.

8.

LACK OF REQUIRED PHARMACIST INSPECTIONS

An independent Pharmacist does not perform an inspection of medication storage every 6 months and has
not been performed for the last several years as required by medical regulations.

An independent Pharmacist is required to complete an evaluation of storage procedures and compliance
with medication regulations. The independent Pharmacist inspection validates adequate internal controls
necessary to remain in compliance with regulations.

Mental Health management has not completed the required inspection. As a result, Mental Health is not
maintaining medication in compliance with regulations.

RECOMMENDATIONS:

A. Engage a Pharmacist to perform an inspection of the medication storage within the County within
the next 30 days.
B. Require Pharmacist inspections on an ongoing basis.

MANAGEMENT RESPONSE:

Management agrees with these findings and recommendations.
A. MH Management will make arrangements with the pharmacist that is currently on contract to
inspect the medication system. Target date of completion: May 30, 2009.

9.

MEDICATION STORAGE LOCATION NOT PROPERLY SECURED

Medication is stored in an unlocked refrigerator in the outpatient offices outside of the Medication
Storage Room.

All medications maintained by the County must be properly secured and the location of the medications
should be centrally controlled. Medication determined necessary by the Medical Director for emergency
access in a location other than the central medication storage room should be tracked and controlled
appropriately. Medications stored in multiple office locations without proper security are at risk for theft
or misuse.

RECOMMENDATIONS:

A. Revise and issue policy and procedures for the proper storage of all medications.
B. Require written approval by the Medical Director for all medications stored outside of the
Medication Storage Room.
C. Establish and enforce controls to ensure medication stored outside of the Medication Storage
Room is properly secured with controlled access limited to authorized personnel.

MANAGEMENT RESPONSE:

Management agrees with these findings and recommendations.
A. The P&P regarding storage of medication will be revised to reflect proper protocols. Target date:
June 30, 2009.
B. All appropriate staff will be trained on the new P&P. Target date: June 30, 2009.
C. All medication will be stored appropriately. Target date of completion: May 29, 2009.

10. INCONSISTENT VERIFICATION OF MEDICATION REFRIGERATION TEMPERATURES

Staff do not verify the medication refrigerator temperature daily and document the results in the log. In
accordance with the September 1999 draft policy, staff is required to monitor the temperature of the
Medication Refrigerator and track the results. All refrigeration issues are to be reported to maintenance
immediately. Medications not stored at the proper temperature may result in damage to the medication.

RECOMMENDATIONS:

A. Enforce refrigeration policies included in the September 1999 Draft.
B. Require a supervisor to review the completed log periodically to ensure procedures are properly
performed in accordance with policy.

MANAGEMENT RESPONSE:

Management agrees with these findings and recommendations.
A. The P&P regarding medication management, storage and monitoring will be revised to reflect
appropriate and accurate practice. Target date of completion: June 30, 2009.
B. After revised P&P is approved appropriate staff will be trained in the new P&P. Target date of
completion: June 30, 2009.

